
How we use your 
information 
O\lr GP practice holds information about you and this document outlines how that 
information is used, with whom we may share that information, howwe keep it secure 
(tonf,dential) and what your rights a,e in relation to thii. 

The Heah.h ea~ Ptofcssionals (HCP) who provide you with ure, m.aintain records ,bout 
your health and any treatment 0C' care you h;we receiw-d previousty (e.g. NHS Ttu:$1, GP 
surgery, Community clinics or staffetc.). These records help to prO'lide you with the best 
possible healthcare. 

NHS health records may be elearonlc, on pape, or a mixture of both jnd we use a 
combination ofwortdng practices and technology to e-nsure that your Information is kept 
confidential and secure. 

What k:ind of in fo,mation do w e us.e? 

• Details about you, such as iddress ilnd next of kin -,nd c:arer information eu:: 

• Any contact the surgery has had with you such as appointments, clinic visits. 

emergency appointments and so on 

• Notes and reports about your heahh 

• Details abouty0ur treauncnt and care 

• Resultsof in~.stigation.s such as laboratory tests, x•ravs etc. 

• Relevant Information from other HCPs, relitfves or those who Ctirt for y0u 

To ensure you recelve the best possible care, your recotds are used to facl.fltate the care you 
receive, Information held about you may be used to help protect the health of the public 
and to help u.s manage the NHS. lnfOfmation may be used for cfinic.1I audit to monitor the 
qualityof the .sef'\llce provided and to plan NKS se,vlres. 

Some of this information will be htid centratly and used for st-atlstical purposes. Where we 
do this, we 1ake strlc:1 mefSures to ensure that individual pat~nu e3nnot be identified, 
We are a research active priKtlce and occaslonally, your lnfotmatlon may be requested to 
be used for re:warch purposes; this is u.sualty in the form of anonymised information, 

https://cfinic.1I


however t he practice or organisation coocemed will always to gain your consent before 
releasingany identifiable information. 

The NHS Care Reoord Guarantee for En,gJ;,nd sets ovt the rv1t$ 1ha1 gOV1:Cn how p.:, tle-n1 
Information ls used In the NHS and what control patients can have over this. 

Tht NHS coostituuon httosi//www,m,u¼oarnment/oubOcations/the·obs·consmvuoo: 
fo,•e,,s11nd esu1btlshes the p,incipSes and values of t he NHS in England. It seu out rights to 
which p;,tiet1 ts, public .ind staffare entitled, and pledaes which the NHS is committed to 
achieve, togetherwith respon.slblllties, whieh the public, pa1ients and staff owe 10 one 
another to ensure that the NHS operates fairty and e ffectlvety. 

Whal do we use your personal and confidenti,11/sensitive Information for? 

We can only use any information that m;)y iden1lfy vou (known is personal info,matlon) in 
accordance with the Oat.a Protection Act 1998 and other l.iws such as the Heahh and Soclal 
Care Act 2012. http:/Jwww.legl5latlgn.goy.uk/ukpu/1998/29Jc9ntents and 
htte;llwwwJegisJatJon,gov,utJu kpga/2012/7 /contents/enacted, however only t he 
minimum nect$$al'Y idtntif~rs are used In PfOCessing personal information for the purpose. 
We also have a Common Law Duty of Conftdentiullty to protttt vovr informatioo. This 
means that where a legal basis for using your personalor confide ntlal inform;uk)n dots not 
exist, we will not do so. 

Apart from dire<:t: he;>,lth care sensitive person.al information may also be used in the 
fotlowing casts: 

• To rtspond to p-atiet1t.s, carers or Member or Parliament communkatioo 

• We have received consent from Individuals to be able to use their information for a 
sp« ific; purpose. 

• There Is an over-riding pobllc Interest in using the lnforma.tiot1 e.g. In order to 

saftguard an individual, or to prevent a serious crime. 

• There Is a legal requlrement that will allow us to u.s.e or ptovide Information (t.g. a 

f0'mal court order). 

• For the health and safety of others, for example to ,cport ;in infooious diStase such 

as meningitis or measles. 

• We have special permission for heahh and research purposes (granted by the Health 

R~arch Ar.rthority). 

• We have special permlsskln called ii 'section 251 3greemMt' Cs«tion 60 ofthe 

Heillth and Social care Act 2001 as re-enacted by Section 251 ofthe HHSAct 2006} 

whkh allows the Secretary of State for Health to make regulations to set aside the 

common law duty of confidentiality for defined medkal purposes. An example of 

where this Is used is in riSk matif,cation. Further information can be found on the 

Health Research Authotlty's we b sit e here hno:/Jwww,hr:t,OhS,Mk/abouMbf:: 

hrafour•committ~CW:«J.ion·2Sl/what•is-sectlon•2Sl / 

https://person.al
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Risk Stratification 

Rislt stratification tools are lncreasingty being used in the NHS to help detetmine a person' s 
risJts of sufferin.g from a particular condition, preventing an unplanned or (re)admisslon and 
identifying a netd for prevtntative intervention. lnf01mation about you is collected from a 
numbe, of sources including NHS Tr1.1ns and from thisGP Practice. A risk score Is then 
arrived at through an analysi.s of yCMJr ;1nonymised lnforma1ion us.Ing software managed by 
North of England CommissioningSupport SeMCe (NECS), which Is based at John Snow 
House, Ourham, DHl 3'r'G. The data lS provided back to the GP Pr..ctlce or memberofyour 
eare team in an identifiable form. Risi( strati fication enabies your GP Practke to focuson the 
prevention of 111 health and not just the treatment of sickness. If necessary, your GP Practice 
may be ;1ble to offer you 1dditional servi,ces. 

Should you have any concerns about how information ls managed at your GP PracUce, 
plea~ write to the Practice Manager so you c;an discuss how the disclosure ofyour personal 
information can be limited, 

Invoice validatlon 

Ifyou have ,ec;eived treatment within the NHS, access to your personal Information ts 
req1.11red In order to detetmine which Cllnical Commissioning Group (CCG) should payfor 
the treatment or 5>roeed1.1re vou h;'lvt re,<:etved, Theva1idation of Invoices is uodena.ken 
within a controlled em1f ronment for fin:einct wi thin lhe North of England CSU (NECS) which is 
based at John Snow House, Durham, OHl 3YG. Thls i$ e:ar,led out via asection 2Sl 
agreement and is underta.ken to ensure that the CCG ls paying for treatment.s relating 10 Its 
P.,tienu onty, The dediGated NECS team rec;eives patieflt level information (minimal 
Identifiers are used fOf this purl)Ose, such as NHS number, post code, date of birth) dlrea 
from the hospit-el providerS and undert-akes a number of checks to ensure that the Invoice Is 
valid and that It should be paid for by the CCG. The CCG does not rec;eive °' see anv patient 
level informatlon ,elating to these Invoices. Futther information it>out invoice ~lidation can 
~ found on NHS England's web site here ht1ps:IJwww.engfand.nhs.yk/oyrw9rt[1.sd/Wln· 
val/ 

How do we maint ain confldenUallty of your records? 

we are committed to piotecting your privacy and wlll only use informMlon oollet1ed 
lawfully in .:.ccordance with the Data Protection At 1998 (which Is overseen by the 
lnformadon Commis.slonet's Offict), Human Rights Act, the Common Law Outy of 
Confidentiality and the NHS Codes of Confldentlall ty and Security. 

Every member ofstaff whoworts f01 an NHS organisation has a legal obligation 10 keep 
infOffl'latlon about you coofldential. Anvone who received information from an NHS 
organisation has a legal duty to kees> it confidentlal. 
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we maintain our duty ofconfldentlality to you at all times. We will only ever use or pass on 
tnfo<mJtion .ibovt '(Ou if othN'S involvtd in your care haw a aenuine need for it. We will 
not dlsclose your i.nformatlon to any third pan.v without vour permission unless there are 
exceptional drcumst.ances (e.g, life or death situations) or whe<e the l,lw require,. 
information to be passed on. 

The NHS Oisital Code ofP@c:tWS: on Coofidtotial Jnfonnation applies to all ofour staff, and 
they are required to ptot~ your i.nformatiOn, inform vou of howvour information wWI be 
used, and a now you to de<lde if .ind how vour information can be shated, All practice staff 
ate expec.1ed to make sure information is kept confldenti;t.l and receive 3nnu,:,I tr,1lningon 
how to do this. This is monitored by the practice and can be enfO(ced through disciplinary 
procedurt:S, 

We atso ensure the lnformaOon we hold ls kept In secute ~tions, resvict a«e-ss to 
information to authorised personnet only and protea petsonal and tonfldential information 
held on equipment such as laptops wi1h encryption (which masks data so that un3uthorised 
users cannot see or make sense of It). 

we ensure ell'tern."11 dat ;, processors that support us are legaUy and contractually bound to 
ope<ate and prove sectirlty arrangements :.re in place where information that could or does 
identify a person is processed. 

We have a senior person responsible for protecting the confldentlallty of patient 
information and enabling ;,ppropriate information sharing. Thl.s person is ca\Jed the 
Caldlcou Guirdi,n. The C.,lditon Guardian for the prac.1ke is Or M. llyas, who can be 
contacted u.slng the cont&et details at 1he top of th~ document. We a lso have a Scnil)( 
lnformat1on Risk Owner who Is respon$1b~ for owning the practtCe's information risk. The 
SIRO isOr. M. llya.s. 

we are ftSi:stered with tht Information Commissioner's Office (ICO) as a data controOer 
which describes the purposes for whieh W-t process personal data. Acopy of the registration 
l.s available from the ICO'.s web site by searching on ourprt'ltt.ic:e name. 



Who are our Partner Orpnlsatlons? 

We may al$o have to share your Information, sub}e<t to .strict agteement.s on how It wHJ be 
used, with t he following organisations: 

• HHS Trusts 
• Sp,e,c~llst Trusts 
• Independent contractors such as dentists, opticians, pharmacistS 
• Private sector providers 
• Voluntary sector providers 
• Ambula r.ce Trusts 
• Clinical COmmiSSiOnin_g Groups 
• Soclal Care and He,lth 
• Local Authorides 
• Education Servlcecs 
• fire & Rescue Services 
• Poli~ 
• Other dau, proceml"S 

What are your rights? 

Where infOfmatlon from whkh vou can be identified is held, you have the right to ask to: 

• View thjs or request copies of the records by making a subkx;t access request - also 

see below. 

• request information is corrected 

• have the information updated where It ls no tonser accurate 

• ask us to stop processingInformation about you where we are not required todo so 
by law - although we will first need to explain how this may affect the care you 

re,ce~. 

Access to personal information 

You have a right ,m-der the oau Protc,ction Ac"t 1998 to accm/view what Information the 
surgery holds about you, and to have it amended o, ,emoved should it be inaccurate. This is 
known as ' the right of subject acGess' . tfwe do hold lnformadon about you we wm: 

• G~ ','OU a dt-scription of it 

• Tell V(lu why we 11re holding it 

• Tellyou who It could be disdosed to, and 

• Let vou have a copy of the 1nformatlon in an 1ntetllglbte form 
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• If you would like to make a ' subJe-ct mess request', p'ease do so l.n wrfting to t he 

Practke Manager. 

Summary Care Records (SCR) 

The Summary Care Record is a national scheme to share lnfonnatlon about t he medicines 
you are prescribed and any allergles or other adverse reactk>ns you have experienced. 
Health Profess.ionals at other organisations will only be ab~ to access t his fnformation with 
your permission. You can opt •Out of the schemt>; pie~ask at t he surgery if you need more 
information or follow the appropriate li'nk on our websl1e. 

Summary care Re<ord with Additional Information 

This l:S a natk>nal schem t to .share more detailed in formation induding your current medical 
problems and your care wishes. Healt h Profes.sionals a1 other orgainisatioos wlfl ontv be able 
to access thls information with your permission. This information will only be :,vailable to 
other agencies if you have given us your permission to share It. 

Great North Qre nx:ord {GNCRJ 

A local init iative to share medkal Informat ion ln the North East . The lnfo,mation shared i$ 

Similar to that in the Summary Care Record with Additional lnformadon. HeaJth 
Professionals at other organisations will only be able to access this lnforma1ion with your 
permission. This information will be shared unless you tell us In writing that you don' t want 
us to share it , YW can OPt•Out of t his scheme - please ask. at reception for the relevant 
forms. 

Your riJht to withdraw oonsent 

Ifyou are happy fot your data to be extracted and used for the purposes described In this 
falt Processing Notke, t hen you do not need to do anything. 

If you do not want .,.our personal dMa bek\g extracted M d used for t he purp~s desaibed 
in this Fair Processing Notke, then you need to let us know as soon as possible; please »II at 
reception f0t the relevant forms. 

Please note that withdrawing .,.our co.nsent from sharing data mav, In somt drtum.nances, 
eaust a delay in your receM ng care. 

How long do you hofd Information fo,? 

AU records held by the practice wrn be kept for the duration specified by national guldaince 
from the Department ofHeal th, The Retords Management Code of P,actice for Health and 
Social Care 2016. Confldendal information is s«uretv dhtroycd in .tee0rdance with this 
code of practke. 
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Your right to opt out 

In some ln.stan<es, vou art allowed to request that yoor confidential Informat ion is no t used 
beyond your own c.1re and tteiitment and to hallC your obj«tic>ns toMidered. To supPort 
this patJen ts are ab le to register objections with the GP Pr3Ctke to either p r~ nt t heir 
identifiable data being r~eased o utside of the GP Practice (known as ;,a Type 1 objecttOn) or 
to prevent their identiflable data fro m a ny health and social c.a,e setting being reSeased by 
NH.S Oigit31 {known as a Type 2 o bjection}where in either case it Is for purposes o ther than 
direct patient care. If yc>ur wish,c,s cannot tM! followed, you will be told the reasons (ind udlng 
the legal basis) for t hat d e-cislon, There are certain circumst.1nccs where a pi?rSOn is unable 
to opt out but these are 011ly where the law permits this su(h as in adutt or children's 
safeguard ing situatio ns . 

You h:ive a right in l:iw to re fuse or withd raw previously granted con.sent to the use ofyour 
per$00al Information. There are possible conS(!Quenees o f not sharing such as t he effect this 
may have 011 your c.are and treatment but these will be e,q,li intd to you to help with 
making your decision. 

Ifvou wish to exercise your right to opt -out ple ase ask at reception for t he relevant forms.. If 
you would like to speak to somebody to understand what impact t his may have, If any, 
p le.a.se contaet tht" Practke MAnag«lr 

Wha t Is the tight to know? 

The Freedom of Informatio n Act 2000 (FOlA) gives people a general right o f acce$$. to 
lnformaitloo held by o r on behalfofpublic authOfities, promoting a cuhure o f openness and 
accoun tability a,c:ross the publt(; sector. 

What sort o f Info rmat ion can I request ? 

In th tory, you can request any information t hat the practice holds. t hat does not fall unde, 
an (!)(emption. You mav not ask for information that is covered by the Data Protection Act. 

You, ,equest must be in wtiting and can bt eithe r posted o r em ailed to the practice. 

Where can I obtain futther acMc.e? 

FQt independent advict about data p ro t ection, privacy, data sharing ls.sues and your rights 
yoo c.an contact: 

Informat ion Commissfone.r's Office 
Wydiffe House, w;uer I.an t", WIim siow, Ch<':shirt", SK9 SAF 
Telephone : 0303 123 llU (local rate) o r 01625 S4S 74S 
Email: caseworSc@ko.org.uk 

Vis it t he ICO website here https:Jlico.Q!g.yk/ 

https:Jlico.Q!g.yk
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